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Outine
Oxide poduct context
What is a rack scae computer?
Where does P4 �it in?
Why is network programmabiity important?
x4c  compier into.
Why a new compier?
Workfows with x4c  deveopment� testing and C.

Live demos!
Emuating an ASC in a hypervisor.
Writing networking toos in P4.
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Very custom hardware
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Why is network programmabiity
important?
Fexibiity
Exampe Cooperative distributed NAT.

Fit�for�purpose resource usage.
Using precious TCAM for exacty what our requirements ca for.

Compehensibiity
Our customer operators have a responsibiity to their organizations to keep
missioncritica networks running.
Giving them data pane code access gives them the autonomy comprehend
network behaviors and sove probems independenty.
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Why a new
compier?
We needed a way to run P4 code in
very different contexts.

n the kerne� in userpsace�
embedded in Rust programs� free
standing� in hypervisors� etc.

Compiing from P4 to Rust and then
from Rust to whatever form we need
makes a ot of sense.

             ┌───────┐

             │P4 Code│

             └───────┘

                 │

                 ▼

               ┌───┐

               │x4c│

               └───┘

                 │

                 ▼

          ┌─────────────┐

          │free-standing│

     ┌────│    code     │─────┐

     │    └─────────────┘     │

     │           │            │

     ▼           ▼            ▼

┌─────────┐ ┌─────────┐ ┌──────────┐

│  ASIC   │ │  Test   │ │ Rust/P4  │

│emulators│ │harnesses│ │networking│

└─────────┘ └─────────┘ │  tools   │

                        └──────────┘
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Workfows with
x4c

              Compilation to Pipeline Library

┌───────┐   ┌───────┐   ┌─────────┐   ┌─────────┐    ┌─────────┐

│P4 code│───▶  x4c  │───▶rust code│───▶  rustc  │────▶ prog.so │

└───────┘   └───────┘   └─────────┘   └─────────┘    └─────────┘

              Direct Inclusion in Rust Code

    ┌───────┐    ┌─────────┐    ┌─────────┐    ┌────────┐

    │P4 code│────▶rust code│────▶  rustc  │────▶  prog  │

    └───────┘    └─────────┘    └─────────┘    └────────┘
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ASC emuation
in the
Hypervisor

                  ┌───────────┐

                  │  routerd  │

                  └───────────┘

userspace     ┌───┐ ┌───┐ ┌───┐ ┌───┐

      ─ ─ ─ ─ ┤tp�├ ┤tp1├ ┤tp2├ ┤tp3│

   kernel     └───┘ └───┘ └───┘ └───┘

                  ┌───────────┐

                  │  tfport   │

                  └───────────┘

                        │

                        │

                  ┌───────────┐

                  │   tfpkt   │

                  └───────────┘

       guest            │

         ─ ─ ─ ─ ─ ─pcie│─ ─ ─ ─ ─ ─ ─ ─

  hypervisor            │

                  ┌───────────┐

                  │           │

                  │   ASIC    │

                  │           │

                  └───────────┘

             ┌───┐ ┌───┐ ┌───┐ ┌───┐

             │sp�│ │sp1│ │sp2│ │sp3│

             └───┘ └───┘ └───┘ └───┘
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Writing
networking toos
in P4 and Rust

=====|

Eth  | 5�:51:A9:FB:�A:37 > �1:��:5E:��:��:FB et IPv4 len 521

Ip4  | 192.168.1.1�7 > 224.�.�.251 ihl 5 ds � len 5�7 id 17527

     |     flags DF fo � ttl 1 chk 36972 proto Udp

UDP  | 5353 > 5353 len 487 chk 5273�

=====|

Eth  | 5�:51:A9:FB:�A:37 > �1:��:5E:��:��:FB et IPv4 len 521

Ip4  | 192.168.1.1�7 > 224.�.�.251 ihl 5 ds � len 5�7 id 17652

     |    flags DF fo � ttl 1 chk 36847 proto Udp

UDP  | 5353 > 5353 len 487 chk 5273�

=====|

Eth  | 5�:51:A9:FB:�A:37 > �1:��:5E:��:��:FB et IPv4 len 32�

Ip4  | 192.168.1.1�7 > 224.�.�.251 ihl 5 ds � len 3�6 id 17868

     |    flags DF fo � ttl 1 chk 36832 proto Udp

UDP  | 5353 > 5353 len 286 chk 13449

=====|                          ▲

                                │

                                │

 overwatch snoop eth�     ┌─────────┐

 --v4                     │ Rust/P4 │

 --ip-proto udp ──────────▶ Program │

 --host 1.2.3.4           └────▲────┘

                               │

                               │

                            ┌────┐

                            │eth�│

                            └────┘
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Thank you!
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